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Can you see the pattern?

SUSE

Founded in 1992

The first company to market Linux for
enterprise

SUSE was acquired by Novell in 2003
Novell was acquired by the Attachmate
Group in 2011

Attachmate Group rergeewith was
acquired by Microfocus in 2014

In 2019 SUSE becomes an independent
company.






6-7 Years @ SUSE

- 5 Yearsin SUSE
Customer Center

- 1 year SUSE IT
Platform
Engineering

SUSE

In a nutshell:
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— Disclaimer —
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Disclaimer

We're not here to sell you any product (whether SUSE or not).

We will speak about how the organization is working towards a better IAM
landscape.

The products in this presentation are mentioned without any marketing
sponsorship involved.
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The authentication
roller coaster

Multiple password providers:

$SaaS$
LDAP’ses
YP/NIS

Multiple addons and bridges:

2FA Addons

ActiveDirectory bridges/connector
LDAP-to-OIDC bridges

RADIUS servers
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The authentication
roller coaster

TL;DR:
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The authentication
roller coaster

Why are we doing this?

- Authentication integrations across the
company is not fully standardized.

.

LDAP ~
Lightweight Directory
Access Protocol
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Motivation

Why are we doing this?

- As of time of writing the vast majority of
employees need at minimum two identities in

order to work effectively.
A%\

$Saa$s LDAP

Lightweight Directory

Prod u Ct $ Access Protocol
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Motivation

Security & Compliance Concerns

- Challenging Identity and Access Management
(IAM) governance.

- Inconsistent MFA implementation.

- No standardized source of truth for identity

and access.
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Motivation

Administration

- Multiple tools require manual changes for

single requests

- Custom integrations increase the

maintenance overhead.
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The ride for an average
SUSE Employee/Partner




The ride for an average SUSE Employee/Partner

Open JIRA

SUSE Login

Enter your username and password

A service has requested you to authenticate yourself. Please enter your username and password in the form
below.

Authenticate...

Username (¥

Password

Help! | don't know how to log in.

Forgot password
Create a new account
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The ride for an average SUSE Employee/Partner

Open Confluence

SUSE Login

Enter your username and password

A service has requested you to authenticate yourself. Please enter your username and password in the form
below.

Authenticate...

Username (¥

Password

Help! | don't know how to log in.

Forgot password
Create a new account
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The ride for an average SUSE Employee/Partner

Open Internal Build Service

Y
ar

sign Up

d PTF up

NOT COPY OR PUBLISH ANY FOREIGN CONTENT FROM THIS
INSTANCE. It may be con: t (even when it is
under emba

Authenticate...

cWe SUSE
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SUSE Login

Enter your username and password

A service has requested you to authenticate yourself. Please enter your username and password in the form
below.

Username (¥

Password

Help! | don't know how to log in.

Forgot password
Create a new account



The ride for an average SUSE Employee/Partner

Bugzilla? Guess what?

Bugzilla - Log in to Bugzilla

Bugzilla needs a legitimate login and password to continue.

DP Log In SUSE Login

If you have an account, but have forgotten your password, click here to change your password Enter your username and password
A service has requested you to authenticate yourself. Please enter your username and password in the form
below.

Authenticate... "
Password

Help! | don't know how to log in

Forgot password
Create a new account

cWe SUSE 2 B



The ride for an average SUSE Employee/Partner

Wanna double check your subscriptions in SCC? Connecting to o &3

Center

Sign in with your account to access SUSE Customer Center

Username

| |

Password

Authenticate...
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The ride for an average SUSE Employee/Partner

Corporate email? Connecting to Gogeworspace

Sign in with your account to access Google Workspace

Employee Login

Authenticate...

Username

Password
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Our day-to-day summarized
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Why not move it all to Syet another SaaS$/
$Cloud service$ / S$Third Party Service
ProviderS$? S

— https://xkcd.com/927/



Why not move it all to $third party$?

{ THAT WASN'T)
VERY
OPENSOLIRCE

OF You
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Why not move it all to $third party$?

Security Compliance and Digital Sovereignty are our goals

Framework Key Requirements

GDPR v Data Protection by Design (Art. 25)
v Minimize 3rd-party processors (Art. 28)
v’ Data localization concerns

NIS2 v Risk-based access control and identity management (Art. 21)
v Supply chain security (Annex I)

DORA v Secure and resilient Information and Communications Technology
(ICT) Services

v’ In-house or contractually-bound IAM providers (Art. 5,9, 10)
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Security Compliance
and Digital Sovereignty

are our goals

Self hosting will enable us to comply with
more regulations, be in control of our data and
be an exemplar of Digital Sovereignty.

However there ain't no such thing as a free
lunch. Every new solution comes with new
problems.
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Security Compliance
and Digital Sovereignty

are our goals

At the expense of every benefit we'll get in the
long term, we incur in new costs in the short

term:
- OPS
- DC
- Data handling
- Security & Hardening
- 24/7 SRE
- Front-line support
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Security Compliance
and Digital Sovereignty

are our goals

In our case:

"4 We have multiple DCs and personnel for it
"4 We have multiple departments with Support
Crew

- [&1] Ops Staff (SRE)

- [1] Data Handling

- [1 Security & Hardening
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T — Enough! —

Show me the real diagrams, again



Architecture Overview

Our design goal

\
|6II:| |r

(A Sl
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Architectural Overview

Software components

Logical Security:
Encrypted Disks &

Data Isolation: Confidential Volumes

Computing enabled for

underlying compute resources

SLE
SUSE Base OS
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Base OS




Architectural Overview

Software components
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Architectural Overview

Software components

c®We SUSE
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Architectural Overview

Software components

c®We SUSE
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Architectural Overview

SUSEID + Community
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OSS Contributions

Until today and still counting...

Existing projects:

Authentik
Saltstack

smallstep/certificates

Django-python-ldap
KanlIDM

Podman-py
go-ldap/ldif
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New projects born during the project (to be
public soon):

Stepdance: Client Certificates made Easy
LDAP SEBIN: LDAP Search+Bind

IDM Merge: Identity Aggregator &
De-duplicator


https://goauthentik.io/
https://saltproject.io/
https://github.com/smallstep/certificates
https://github.com/python-ldap/python-ldap/
https://kanidm.com/
https://github.com/containers/podman-py/
https://github.com/go-ldap/ldif







