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0. CERN Mission

– Perform world-class 
research in fundamental 
physics;

– Provide particle 
accelerator facilities in 
an environmentally 
responsible and 
sustainable way;

– Unite people from all over 
the world to push the 
frontiers of science and 
technology;

– Train new generations of 
physicists, engineers and 
technicians;

– Engage all citizens in 
research and in the values 
of science.
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0. CERN

Organisation and 
Statistics

– 25 Member States

– 1 Pre-stage Membership 
States

– 8 Associate Member States

– 4 Observers

– 3,800+ Personnel

– 2,000+ Contractors

– 15,000+ Engineers, 
Scientists and Researchers

– 110+ Nationalities
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0. “… and the results of its experimental and 

theoretical work shall be published or 
otherwise made generally available.”
CERN CONVENTION, 1953

5

https://council.web.cern.ch/en/content/convention-establishment-european-organization-nuclear-research
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0. Free/Open Source SW and HW at CERN

Milestones

1970

CERN School of Computing

1983-4

HEPVM & cernlib

1994

Licensing the web as FOSS

6
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0. Free/Open Source SW and HW at CERN

Milestones

2011

CERN Open Hardware Licence

2012

Open Source License TF

2013+

Massive FOSS tools adoption

7
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0. A systemic approach to Free/Open Source SW/HW
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cds.cern.ch/record/2879995

INTERNAL MANDATE

– Consult, advise, train on Open Source best 
practices, tools licenses, etc.

– Advises on open-sourcing CERN software and 
hardware.

– Identify dependencies and compatibility for 
critical services.

– Advises CERN on Open Source matters.

EXTERNAL MANDATE

– Showcase CERN’s Open Source contributions

– Facilitate partnerships with external entities, 
e.g. companies.

– Promote CERN as an Open Source lab.

Mandate:

Open Source
Program Office
Mandate (2023)
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http://cds.cern.ch/record/2879995
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Back in-topic: problem and goals



G.
 T
en
ag
li
a,
 G
. 
De
 B
on
is
| 
© 
20
26
 C
ER
N,
 l
ic
en
se
d 
vi
a 
CC
 B
Y 
4.
0.

11

Back in-topic: problem and goals
Problem

- 331 software services.
- 140.000+ internal repositories.
- Diverse programming language ecosystem.
- Distributed development teams.
- “Academic freedom” tradition.

Goals

- Correlate with services and org structure.
- Security angle: SBOM investigation/PoC.
- OSPO angle: “big picture” view of the FOSS landscape and 

dependencies at CERN.



G.
 T
en
ag
li
a,
 G
. 
De
 B
on
is
| 
© 
20
26
 C
ER
N,
 l
ic
en
se
d 
vi
a 
CC
 B
Y 
4.
0.

12

Back in-topic: a knowledge 
representation approach
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Level 0 - How to get and represent the data?
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Level 0 - How to get the data?

Email Organizational 
unit 
(Department-Group
-Section)

Service element Application 
name

Main 
open-source 
package used

Any other 
relevant 
open-source 
packages used

CERN Open-Source Software Dependency Survey 2025

Submission modes:
- Upload SBOM
- Upload survey form

- CSV
- Free-text
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Level 0 - How to represent the data?

Ontology: formal model of knowledge defining concepts, relationships and rules 
describing a domain.

- Concepts (Classes): main entities in the domain

- Package, Version, Vulnerability, License, …

- Relationships (Properties): how those entities are connected

- depends_on, affected_by, has_license, …

- Semantics: explicit and machine-readable meaning (!= JSON/DB schema)

- Formalisation: OWL/RDF, enables reasoning/interoperability

Knowledge Graphs: network of entities/relationships representing knowledge in a 

structure and interconnected way, can use ontologies as schema layer.
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Competency questions: natural language questions outlining and 
constraining the scope of knowledge represented in an ontology.

Some examples:

1. What are the most used libraries/languages/frameworks? Which 
ones are the most used in a certain department/group?
2. Which projects have a certain known vulnerability?
3. What are the known vulnerabilities present in a certain IT 
Service?
4. What licenses are declared in a project?
5. Which tools have been used to generate the SBOMs?

Level 0 - How to represent the data?
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Level 1 - Organizational Level
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Custom ontology definitions:

- CycloneDX
- Components, dependencies, vulnerabilities

- CERN
- Org structure, service taxonomy

- OSPO
- Glues everything together to answer

competency questions

And import of:

- SPDX ontology
- Software License Ontology (SLO)
- SKOS, DCTERMS, FOAF, …

Raw data → Knowledge Graph

SPARQL queries to answer Competency Questions.

Level 1 - Organizational Level
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Level 1 - Ontology definition

- CERN: organisation structure and services taxonomy
- CycloneDX: components, dependencies, vulnerabilities...
- OSPO: glue among other ontologies to answer competency questions
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SBOM -> RDF

- Formalise org data in RDF form
- Get missing SBOMs
- Convert survey data to CSV
- Normalise the CSV
- Convert normalised CSV + SBOMs to RDF
- Run LIMES
- Run ontology query engine

Level 1 - Data analysis
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Level 1 - Data analysis
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Level 2 - Project Dependencies Level
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Level 2 - Project Dependencies Level
Based on Vulnerability-Dependency Graph (VDGraph)
- https://arxiv.org/abs/2507.20502 
- Holistic view on dependencies and vulnerabilities

Queried databases:

- https://deps.dev/ (transitive dependencies)
- https://osv.dev/ (known vulnerabilities)

Graph database for storage and analysis:

- Neo4j to store the data
- Cypher to query the data

https://arxiv.org/abs/2507.20502
https://deps.dev/
https://osv.dev/
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Level 2 - Project dependencies
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Level 2 - VDGraph

Example query: vulnerabilities 
with high severity score having 
a distance greater than 3 to the 
root node.

Example: indico / event management
https://getindico.io/

https://getindico.io/
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Level 3 - Function Graph Level
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Level 3 - Function Graph Level

Graph Attention Network (GAT)

Based on Profile of Vulnerability Remediations in Dependencies Using 
Graph Analysis (https://arxiv.org/abs/2403.04989)

- Structure: functions as nodes, calls as edge
- Purpose: highlights critical/highly used functions depending on 

vulnerable libraries
- Metrics: centrality degree, betweenness, GAT score -> Risk score

https://arxiv.org/abs/2403.04989
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Final framework 
architecture
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Final framework 
architecture
- Blue: tools developed
- Green: data storage
- Grey: data sources
- Yellow: users



G.
 T
en
ag
li
a,
 G
. 
De
 B
on
is
| 
© 
20
26
 C
ER
N,
 l
ic
en
se
d 
vi
a 
CC
 B
Y 
4.
0.

30

Conclusions and future work
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Conclusions and future work

Lessons learned:
- Semantic framework: unify heterogeneous SBOM + survey data
- Ontologies: foundation for org-wide Knowledge Graph
- VDGraph / Function Graph: project/code level insight
- The supply chain FOSS tooling ecosystem is amazing (and vast!)

Next steps:
- Reproducibility:

- Automation
- Storage centralisation
- Dashboard/easy way to query

- Technology evolution:
- https://ecosyste.ms/ for dependencies
- Neo4j / Cypher alternative

https://ecosyste.ms/


Thank You!
https://opensource.cern

Open.Source@cern.ch

Giacomo.Tenaglia@cern.ch
Gianluca.De.Bonis@cern.ch 

32

Student? Apply now!
https://careers.cern/jobs/tsc-co/ 

https://opensource.cern
mailto:Open.Source@cern.ch
mailto:Giacomo.Tenaglia@cern.ch
mailto:Gianluca.De.Bonis@cern.ch
https://careers.cern/jobs/tsc-co/
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0. CERN-made OSS

Indico https://getindico.io/ 

- From ”meeting organisation 
website” to general event 
management tool

- Hundreds of instances worldwide

- CERN leads the development

- Partnerships with SMEs / spinoffs 
for consultancy / development

34

https://getindico.io/
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Radiation-tolerant lightning
CERN-made OSHW

- Need to replace 1k+ lights on CERN’s 
Proton-Synchrotron accelerator

- BAU vs “specialist route” (4k / each) vs DIY

- Design -> CE certification -> procurement

- 415,- each

- Reused in Australia and the US facilities

35
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0. CERN-made OSS

InvenioRDM
https://inveniordm.docs.cern.ch/ 
- Research Data Management repository

- The technology underlying Zenodo.org

- From popular service to turn-key solution

36

https://inveniordm.docs.cern.ch/
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0. Establish and foster 

collaborations
The White Rabbit collaboration
- Sub-nanosecond time synchronisation over Ethernet

- Part of IEEE 1588 PTP standard

- Reference implementation fully open-source hardware, gateware, 
firmware and software

- Application: finance sector, telecom, telescopes, quantum 
networks, …

- The Collaboration offers: technical support, training/workshops, 
like-minded community, possibility to use WR trademark for 
qualified products, …

37
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0. Scaling Open Source

to CERN needs
Openstack and Ceph
- Powering the CERN Cloud since 2012

- From early adopter to power user

- Contributions based on extensive 
operational experience

- Significant community actor

38
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0. Scaling Open Source

to CERN needs
KiCAD
- 2011: CERN joins KiCAD development

- 2013: start of the donation programme

- 2015: EDA devroom @ FOSDEM

- 2023: stop of the donation programme, 
procuring standard support contract via 
CERN IT

39


