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Looking into SSH logins - why?

ÅEnvironment:Resarch Campus / University
ÅGoal: give hundrets of users access to a compute cluster

i.e. Linux hosts
ÅChallenge: hosts are accessed via SSH, but many or most clients 

are unmanaged тunknown endpoint security

One answer to that is short lived credentials.
This can be implemented with certificates or tokens.

How are you using SSH?
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ÅContainer environment to with various parts of infrastructure

Certificate Authority Oauth ID provider / IDM DNS

client
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authenticate

SSH server
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Conclusion
Certificates

+short lived + oauth flow
+host validation
+core SSH features control 

(forwarding, agent, etc.)

- CA setup required

OpenPubKey SSH

+short lived + oauth flow
+highly customizable policies 

(also with claims)
+use with multiple (existing) ID 

providers

- does not cover host 
verification
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(get over it, you need a 3rd party tool additional to SSH client)



Thank you!
Time for questions
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Resources
https://www.openssh.org

https://kanidm.github.io/kanidm/stable/

https://smallstep.com/docs/step-ca/

https://github.com/openpubkey/opkssh

https://dnsmasq.org

https://podman.io/

https://github.com/CLIP-HPC/ssh_lab

ÅSSH server: https://www.openssh.org
ÅIDM and OAuth provider: https://kanidm.github.io/kanidm/stable/
ÅCertificate Authority: https://smallstep.com/docs/step -ca/
ÅOpenPubkeySSH: https://github.com/openpubkey/opkssh
ÅDNS server: https://dnsmasq.org
ÅContainer and orchestration: https://podman.io/

ÅThe ssh_lab: https://github.com/CLIP-HPC/ssh_lab
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Slides of last resort
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Demo 1: password
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Demo 2: pubkey
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Demo 3: certificates
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