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Prof. Claudia Diaz
Chief Scientist

Formerly tenured professor 
at KU Leuven, Europe’s 
most widely-known 
professor in network 
privacy and mixnet pioneer. 
PhD. from KU Leuven.

The Nym Team  Co-founders

Alexis Roussel
COO and Board member.

ex-United Nations, early 
Swiss Bitcoin entrepreneur, 
first money transmitter 
license for Bitcoin (Bity), 
leads effort to put digital 
integrity in Swiss cantonal 
constitutions. 

Harry Halpin, PhD
CEO and President of Board

ex-W3C/MIT, co-ordinated 
standards like the  Web 
Cryptography API and Web 
Authentication (passkeys) 
amongst all major 
browsers,Ph.D. Informatics 
and philosophy

Ania Piotrowska, PhD
Chief Scientific Officer 

Original author of “Loopix” 
design paper that Nym is 
based on. Ph.D. in UCL. 

Brought together in 2015 by 
PANORAMIX: the European 
Commission's largest  R&D effort to 
build an anonymous networking 
system more powerful than Tor  after 
Snowden revelations over NSA.  

. 
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Every action online leaves a trace: 
Metadata.
End-to-end encryption (TLS, Signal, WhatsApp) 
is not enough. Metadata is still easily observed.

Metadata: The timing and volume of data 
between end-points and other data (like IP 
address when using Internet). 

Who you talk to is just as important as what you 
say.

Your social and spending activities is revealed 
by your communication…and is exposed even 
when blockchain is shielded.
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David Chaum
(1979/1981)

Invents mix-nets: An 
anonymous untraceable 
communication networks

Protect data & metadata

Yet … only works for e-mail.
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The Nym 
network in 
practice 

The 5-server mixnet, the 
strongest privacy available 
today

The 2-server decentralized 
VPN (dVPN), more secure 
than any VPN, similar to 
Tor.

Traditional

VPNs

Anonymous 
mode

Fast mode

Tor and Nym’s 
Fast   mode
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Nym
A quick and biased comparison! 

Nym Tor/dVPNs VPNs

Censorship-resistance via decentralization ✔ ✔ ❌

Independent operators ✔ ✔ ❌

Incentivized performance ✔ ❌ ❌

Unlinkable activity against nation-states ✔ ❌ ❌

Mixing packets ✔ ❌ ❌

Cover traffic ✔ ❌ ❌

Timing obfuscation ✔ ❌ ❌

Open source and free software ✔ ✔ ❌

Unlinkable payments ✔ – ❌
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Mixnets are built for a global 
passive adversary
An adversary that can watch “every packet” from a God’s 
eye view such as Palantir/NSA on whole internet.

Tor is built for circuit-based synchronous traffic (web traffic) 
against local adversaries. Anonymity is hard to measure!

Mixnets are built for message-based asynchronous traffic 
against powerful adversaries. Anonymity (measured as 
entropy) grows with number of users. 

Both have active attacks, but per-packet mix networks with 
independent routing are harder to attack as the adversary 
has to control the whole route to de-anonymize a 
single packet. Multiple packets are even harder to 
de-anonymize!

See Nym whitepaper for full design: 
https://nym.com/nym-whitepaper.pdf
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Nym Network:

Allows access control to mixnet. Capable of 
proving purchasing of subscription. Can be 
used with zero-knowledge proofs to prove 
arbitrary facts.

NYM CREDENTIALS (zk-nyms)

The Nym mixnet prevents traffic analysis by an 
adversary capable of watching the entire 
network (Russia, China, etc.) or using AI tools. 
Can turn off mixing and use 2-hop (“fast”) 
mode for VPN-level speeds!

NOISE GENERATING MIXNET (NGM)
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Underlying Technologies

Anonymous credential scheme 
available so that Nym nodes 
cannot link payment to usage. 
Decentralized Coconut signature 
scheme with Pedersen commits 
and private/public attributes, 
extensible.

ZK-NYMS

     
Randomly assigns nodes to 
layers to thwart adversarial 
nodes, provably better than “hop 
by hop” peer-routing. Keys 
rotated per epoch. PQ Noise 
between nodes.

KEY ROTATION, 
FORWARD SECRECY

Uses QUIC plus domain fronting 
currently and more features like 
postquantum obfs5 and delivery 
of rendezvous points to defeat 
the Great Firewall of China …

CENSORSHIP 
RESISTANCE
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Nym Network 
700+ servers ran today across world, plan to extend to residential IPs
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Try it out: 
Putting a VPN interface on it that 
makes activating the mixnet easy 
to use! 

© 2025 Nym Technologies S.A. | nym.com

     Download NymVPN below!
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Using Nym Mixnet with your Apps
Just use SOCKS (Nym supports SOCKS4/SOCKS5) to route 
arbitrary data through the network with apps like Firefox. 

OR

Compile a native integration with the 
programming language of your choice. Code is 
GPLv3 for client code.
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Nym Rust SDK:
https://crates.io/crates/nym-sdk
 
Nym Javascript SDK:
https://www.npmjs.com/package/@nymproject/sdk

FFI bindings for C and Go:
https://nym.com/docs/developers/rust/ffi

Mixnet APIs for 
most popular 
programming 
languages 
nym.com/docs

Mixnet APIs and libraries are free to 
use and deploy 

https://crates.io/crates/nym-sdk
https://www.npmjs.com/package/@nymproject/sdk
https://nym.com/docs/developers/rust/ffi
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Nym SDKs 
Integrate Mixnet functionality into existing apps / codebases in Rust or Typescript. 

- Several solutions depending on environment (mobile and desktop,  Web app vs native). 

- Native & browser-based applications have very different restrictions (security, single- vs multi-threaded 
runtime, etc) so different approaches have had to be taken. 

- We have a real-world testnet to integrate against for testing new software! Just reach out for an 
account. 

The Nym mixnet is free to use with SDKs and via SOCKS. No anonymous credential (zk-nym) 
required for access for developers. 
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Nym SDKs: Rust SDK 
Powerful native Rust SDK for commandline and desktop applications. 

- Now on crates.io: 
- Made up of several modules, each with different uses: 

- TcpProxy Module, exposes localhost socket. Currently the most ‘plug-and-play’ module with one design drawback: 
inability to perform TLS due to reliance on localhost socket. This will be superceded by the more generic 
MixSocket/MixStream module (see below) which fixes the TLS issue in the near future. 

- Mixnet Module, exposes raw Mixnet Client. The basis of the other modules, not aimed at direct use by developers 
when integrating existing apps, but useful if custom logic is required. 

- MixSocket/MixStream, TCP socket like interface which allows for either direct Nym Client - Nym Client 
communication, or use of the Nym Network Exit Gateways to proxy IP packets to the wider internet. 

- Mixtcp was built with this module, and is a fork of the smoltpc TCP/IP stack that runs its traffic entirely 
through the Mixnet. 

- Includes example of performing TLS handshake and creating of HTTPS client through the Mixnet 
communicating with a clearnet remote host. 

http://crates.io
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Nym SDKs: Typescript SDK 
Bundled Web Assembly (WASM) Client for use in the browser. 

- The problem space: Browsers are a very restricted environment to work in: 
- limited options for external communications (WebSockets, Web Transport API, WebRTC)
- mixed content restrictions (HTTPS-only)
- no access to the file system or any syscalls
- lack of access to browser TLS negotiation from JS or the CA certificate store when proxying 

- We have two packages for developers right now: 
- MixnetClient: ‘raw’ per packet WASM Nym Client for direct Nym Client - Nym Client 

communication (message-based). 
- MixFetch: easy-to-use replacement for browser’s Fetch API - perform HTTP requests through the 

Mixnet
- CA store is bundled at compile time 
- Concurrent requests supported very soon by removing NextJS dependencies.

- Both packages run in a WebWorker, so can be embedded directly into browser page without the need for 
extra user config or installation of extra software (e.g. a browser extension).

- Opens up very use-cases for anonymous publishing and censorship resistance. 
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1) Post-quantum Noise protocol variant for 
registration and network security, support for 
rotating ML-KEM keys and long-term McEliece 

2) Outfox: A post-quantum mixnet packet format 
R&D design with security proofs by Nym show it can be done! Presented at 
WPES 2025 at ACM CCS (October 13 2025): 
https://arxiv.org/pdf/2412.19937v2

 

Postquantum
Next Steps 

https://arxiv.org/pdf/2412.19937v2
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Anonymize the Internet: Build AnonApps! 
 

- The problem space: Browsers are a very restricted environment to work in: 
- limited options for external communications (WebSockets, Web Transport API, WebRTC)
- mixed content restrictions (HTTPS-only)
- no access to the file system or any syscalls
- lack of access to browser TLS negotiation from JS or the CA certificate store when proxying 

- We have two packages for developers right now: 
- MixnetClient: ‘raw’ per packet WASM Nym Client for direct Nym Client - Nym Client 

communication (message-based). 
- MixFetch: easy-to-use replacement for browser’s Fetch API - perform HTTP requests through the 

Mixnet
- CA store is bundled at compile time 
- Concurrent requests supported very soon by removing NextJS dependencies.

- Both packages run in a WebWorker, so can be embedded directly into browser page without the need for 
extra user config or installation of extra software (e.g. a browser extension).

- Opens up very use-cases for anonymous publishing and censorship resistance. 
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Web
nym.com

Twitter
@nymproject

Email
harry@nymtech.net
alexis@nymtech.net

Github
@nymtech

Download
NymVPN
nym.com/download

https://nymtech.net
https://twitter.com/nymproject
https://nymtech.net
https://github.com/nymtech
https://nymtech.net

