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The Backstory
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Can open source secure Europe’s 
digital infrastructure?
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https://www.realinstitutoelcano.org/en/analyses/can-open-source-secure-europes-digital-infrastructure/
https://www.realinstitutoelcano.org/en/analyses/can-open-source-secure-europes-digital-infrastructure/
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https://digitalresilienceforum.com/
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Initial conclusions led to more…

● …discussions
● …research
● …analysis
● …sharing with other stakeholders (here we are)
● …engaging again in further meetings
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Context:
How FOSS Changed
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Today’s world

https://github.blog/news-insights/octoverse/octoverse-a-new-developer-joins-github-every-second-as-ai-leads-typescript-to-1/

Octoverse Analysis 2025, GitHub
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Today’s world

China

India

EU

USA

Git Activity

Time

UK

Based on the OSS Compass Dataset 
up to 2025 Q1
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https://oss-compass.org/


Overview and comparison of Open Source policies

The impact of open source software and hardware on 
technological independence, competitiveness and 
innovation in the EU economy (European Commission) 11

https://data.europa.eu/doi/10.2759/430161
https://data.europa.eu/doi/10.2759/430161
https://data.europa.eu/doi/10.2759/430161


So, FOSS became 
ubiquitous, 
fundamental, 
really global…

…maybe at the wrong 
time in history

Daniel Jesús
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How is FOSS affected?
(Regulation)

(Choke Point)
(Weaponization)

Jesús
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[...] If your company is on the U.S. OFAC SDN 
lists, subject to an OFAC sanctions program, 
or owned/controlled by a company on the 
list, our ability to collaborate with you will be 
subject to restrictions, and you cannot be in 
the MAINTAINERS file [...]

Linux Compliance with US Regulations

Jesús
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https://openssf.org/blog/2025/07/15/new-cyber-resilience-act-cra-brief-guide-for-oss-developers/

https://digital-strategy.ec.europa.eu/en/policies/cra-open-source

CRA effect on OSS Developers
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https://openssf.org/blog/2025/07/15/new-cyber-resilience-act-cra-brief-guide-for-oss-developers/
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Crypto Wars

Regulation
affecting FOSS
is not 
something new

Jesús
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GitHub Sanctions

What happens when 
developers are banned in 
software development 
platforms?

(“when”, no longer “if”)
https://arxiv.org/abs/2404.05489
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https://www.mail-archive.com/xz-devel@tukaani.org/msg00567.html
https://tuxcare.com/blog/xz-compromise/

https://jfrog.com/blog/xz-backdoor-attack-cve-2024-3094-all-you-need-to-know/

The XZ-utils backdoor

Daniel
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A Linux backdoor attempt… back in 2003

Jesús

https://blog.citp.princeton.edu/2013/10/09/the-linux-backdoor-attempt-of-2003/
https://www.theregister.com/2003/11/07/linux_kernel_backdoor_blocked/19

https://blog.citp.princeton.edu/2013/10/09/the-linux-backdoor-attempt-of-2003/
https://www.theregister.com/2003/11/07/linux_kernel_backdoor_blocked/


These issues aren't new,

but they're becoming more frequent and concerning

 due to FOSS relevance and the geopolitical context 

FOSS becoming a target

FOSS becoming a weapon
20



First level dependencies 
of Kubernetes, only Go 
programming language.

~ 400 packages

2/3 are at high 
risk of becoming 
unmaintained

(bus factor, talent retention, no 
contributors growth)

Bitergia Research

The Reality of the Industry, an example

Daniel
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Strategies
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The USA way

● Main FOSS Foundations under USA jurisdiction
● Huge private and public funding
● Clear involvement of many tech companies
● Control of basic infrastructure (such as GitHub)

De facto control of many FOSS projects under US rules.

Daniel Jesús
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The Chinese way

● Important role of the government (funding, strategy)
● More and more focus on creating their own FOSS stacks
● Organizing around China-based foundations (OpenAtom)

The lack of open governance might be seen as a threat

Daniel Jesús
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The European way

???

Daniel Jesús
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Now that FOSS is becoming truly global

(perhaps at the worst time in recent history to be global)

and is truly essential…

(when any essential asset is weaponized)

…can FOSS survive
as a worldwide community?

Daniel Jesús
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Detour:
An analogy

Jesús
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Paths
We have built paths since we're 
humans (and earlier)

First, just by walking

Then, by constructing, 
improving them

In a fully decentralized, loosely 
coordinated way

Jesús
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Problems
There are dragons out there 
(thieves, warlords, ...)

Lack of coordination means lack 
of efficiency

Local and regional regulations 
apply and make travel difficult

Many gaps, no one is really in 
charge of maintaining routes

Jesús
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Solutions
Paths as infrastructure

Improvements on funding, 
coordination

Legal framework

Services (security, food, 
accommodation) to increase 
their usefulness

Basic facility for our world

The Roman world already 
understood this

Jesús
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An alternative 
option:
FOSS as shared 
infrastructure

Daniel Jesús
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What?

Daniel Jesús
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Essential infrastructure, like roads, railways, electric grids, 
communication networks, public libraries
Many kinds of benefits:
● Innovation: lowers barriers
● Transparency: can be inspected
● Productivity: focus on the added value
● Knowledge transfer: encoded in the software
● … 

FOSS is a common good

FOSS as a foundation of our society

Daniel Jesús

33



Positive feedback loop by

nurturing,

not controlling

Jesús
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Who?

Jesús
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We're the people who can (should?) explain this

FOSS 
Community

Policy 
makers 

Social orgs

Companies

Jesús
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How?
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Change scale.

Involve all actors willing to join.

Coordinate.

Worldwide.
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Support

Promote FOSS-based
services and apps

Ensure a FOSS-friendly
 Environment

Remove barriers
for FOSS

Fill the gaps

Let FOSS projects
make their decisions

Let users / industry
decide which FOSS to use

Let cooperation combine
with competition

Don't interfere

Jesús
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Promote: Some examples

Preference for FOSS in public 
procurement

All software funded with 
public money licensed FOSS

Fund FOSS components for 
open standards

Jesús
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FOSS-friendly: Some examples

Fostering open source 
across countries

Open source as the basic 
fundamental blocks for 
technology

The UN Open Source 
Principles

Jesús
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FOSS-friendly: Some examples

Ensure that regulation does 
not harm FOSS

Clarify legal protections to 
FOSS developers

Clear difference between 
"producing and testing 
FOSS" and "using FOSS in 
production" (liability, etc.)

Jesús
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Remove barriers: Some examples

Certification procedures 
allowing FOSS

Remove requirements 
mandating proprietary 
formats, technologies

Ensure proper 
understanding of the use of 
FOSS

Jesús
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Fill the gaps: Some examples

Support critical, 
underresourced projects

Fund R&D to keep FOSS in the 
front line

Help to improve quality of 
popular FOSS products

Support critical infrastructure

Jesús
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Governments FOSS
Projects

Combination and coordination

Foundations

Companies

Daniel Jesús
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Where?
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Anyone can join…

…if they accept the rules

Rules should be designed to 
ensure FOSS role as public good, 
as essential infrastructure

Daniel Jesús
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Why?
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Those joining will benefit
Those not joining risk being left behind

This is not a zero-sum game:
there is a lot to benefit from collaborating

(while still competing)

Daniel Jesús
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Problems to solve
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And still…
● How to help projects to improve (the one-million-euro 

challenge)
● How to ensure innovation is favored, not driven (it is difficult to 

drive innovation better than innovators themselves)
● How to ensure incentives to keep resource flowing towards 

developers
● How to ensure competition is not biased, making it less 

efficient
● How to still promote collaboration

And many, many more issues to solve

Daniel Jesús

Weaponization         Lack of investment        Fragmentation
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We need…
● more experience
● more experiments
● more research

Daniel Jesús
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Is Europe 
ready to 

lead?

Daniel Jesús
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And / or collaborate with others?

Just some examples…

Daniel Jesús

54



…or miss this train?

Daniel Jesús
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https://hdl.handle.net/10115/155697

Jesús
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The question is not if we can do it.
We have the talent, the resources,

and know-how.

The question is:
Do we believe FOSS drives

innovation and better digital services?
And Europe is a good home for FOSS?

Jesús
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Hot off the press!!
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European Commission Call for Evidence

https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/16213-European-Open-Digital-Ecosystems_en

Daniel Jesús
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Again:

Likely everyone here will agree with
FOSS delivering innovation and other benefits,

but

Do we really believe it?

The Geopolitics of Source Code
Daniel Izquierdo, Bitergia

Jesús M. González Barahona, Universidad Rey Juan Carlos

Daniel Jesús
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Website screenshots included under the right of quotation

“English riots in the Iranian press in Tehran”, by Kai Hendry,  CC BY 2.0, 
https://commons.wikimedia.org/w/index.php?curid=19959384

The Blue Marble, by NASA, Public Domain 
https://commons.wikimedia.org/w/index.php?curid=10548723

Réserve naturelle nationale de la baie de Somme, CC BY-SA 4.0 
https://commons.wikimedia.org/w/index.php?curid=79252016
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Open source represents 70% to 90% of modern software codebases and this is today seen as as a crucial global 
public infrastructure by many players. Given its ubiquity, this is increasingly part of geopolitical discussions 
and national-security agendas. This presentation will analyze the risks and governance challenges at the 
intersection of open source and global politics, with a focus on the recent European discourse on digital 
sovereignty and supply-chain security.

The core dilemma is that open source's power lies in the mutualization of risk (collective maintenance and 
faster vulnerability detection), but this is being undermined by fragmentation along national and corporate 
lines. We will explore:

The Weaponization of Open Source: How jurisdictional control over key platforms (like GitHub and PyPI, largely 
hosted by US entities) translates into geopolitical tools (the "Panopticon" and "Chokepoint" effects), as seen in 
the 2019 GitHub sanctions.

Lack of Investment: The crisis of critical components being maintained by small, under-resourced teams, 
creating an ecosystem that powers the global economy but lacks the resources to secure itself (e.g., the Log4j 
incident, XZ, and others).

The Fragmentation Trend: The response from nations like China, which are building domestic repositories 
(Gitee, OpenAtom Foundation) as part of a plan for technological self-sufficiency. This fragmentation reduces 
interoperability and shared visibility. This makes open source more weak and less resilient.

The presentation will conclude by openly discussing a shared call to action for the FOSS community: How can 
we forge a stronger shared responsibility between developers, policymakers, and industry to mitigate these 
losses and keep open source secure, interoperable, and globally accessible?. 66


